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Abstract

This report focuses on the whole networking system of an ISP company.Internet Service
Provider (ISP) can provide various services like data connectivity service, Internet service,
Security ensures, Fiber optic networks, Network infrastructure design and maintenances and
support. In enterprise network infrastructure, ISPs provide redundant links or backup mechanism
that can keep up a network even when unplanned outage occurs. To ensure maximum

availability of a designed network it is difficult when power outage or load shedding occurs.

If we can design a network that is more beneficial, more secure, highly reliable and faster, then it

will be more useful for any organization.
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Chapter 1

Introduction

In the broadest terms, people like to view the Internet as a cloud, you put your data in one place,
it comes out the place you want it to on the other side. In reality the internet is tens of thousands
kilometers of fiber optic cable, hundreds of thousands to millions of kilometers of copper wire,
and hardware and software connecting them all together in a redundant, fast, and self-sufficient
network. But not to worry, it’s not that bad: you only have to worry about a very small portion of
the network, you can let someone else worry about the rest, and you even get someone to tell at
when things go wrong.

I had an opportunity to work with Internet Service Provider (ISP) service provider that is DOZE
internet. 1 consider myself timely to get a chance to take a deep look to their development
methods, working models, deals and industrial behavior. And I was intending to look into the
Networking Industry and how it looks like practically, how they interact with their clients, how
they design a system and what are their rules in their environmental work.

I got the chance to work in Network Operation Center (NOC) in DOZE internet. We know
computer networking is the principal part of our modern life. | decided to know about computer
networking and how does it work, how to design a wide area network and backbone network,
what are the important keys to design a beneficial network, how can | design cost effective
network and how to mitigate downtime of a network.



About DOZE internet

Name and Address

Name of the Company: DOZE internet

role: Systems Solutions development Technologies Limit
address: Highway Homes- 2nd Floor,, KA-32/6 Shahjadpur, PragotiSharoni,, Gulshan.,,
Dhaka

country: BD

phone: +8801713404007

fax-no: +8801713404007

e-mail: infrastructure@ssd-tech.com

admin-c: SSDT2-AP

tech-c: SSDT2-AP

nic-hdl: SSDT2-AP

mnt-by: MAINT-SSDTL-BD

changed: hm-changed@apnic.net 20140811

source: APNIC

% Information related to '103.239.254.0/25AS563526'

route: 103.239.254.0/25

descr: SSDTECH Route Object3_1

origin: AS63526

mnt-by: MAINT-SSDTL-BD

changed: hm-changed@apnic.net 20140811
source: APNIC

% This query was served by the APNIC Whois Service version 1.69.1-APNICv1r0 (UNDEFINED)



Values:

The Values objects of DOZE internet are set out as follows

« To facilitate high speed, dedicated broadband connectivity directly to client’s premises
over a radio/wireless and Optical Fiber link.

o To provide data connectivity almost anywhere in the country through its network.

o Create employment opportunity in ICT sector.

o To provide enterprise-grade data security solutions to corporate houses in order to protect

their sensitive information.

Services:

[] Internet

o Corporate
o Small Business
e Home user

[ ] Data Communication

o Nationwide Secure Connectivity
o Dark Fiber Connectivity

e Clear Channel Connectivity

o Capacity Based Connectivity

[] Network

o Corporate Network
¢ Small Business Network
o Personal Area Network
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Solutions:

[] Enterprise

o Network
e |P-VPN
e E-Mail

[] System Integration

e Customized Solution
e Training

11



Chapter 2

Devices
2.1 Router

A routeris a networking device that forwards data packets between computer networks. Routers
perform the "traffic directing” functions on the Internet. A data packet is typically forwarded
from one router to another through the networks that constitute the internetwork until it reaches
its destination node.

A router is connected to two or more data lines from different networks (as opposed to a network
switch, which connects data lines from one single network). When a data packet comes in on one
of the lines, the router reads the address information in the packet to determine its ultimate
destination. Then, using information in itsrouting table or routing policy, it directs the packet to
the next network on its journey. This creates an overlay internetwork.

Cisco 1900 Series

Figure2.1 Router

The most familiar type of routers are home and small office routers that simply pass data, such as
web pages, email, IM, and videos between the home computers and the Internet. An example of
a router would be the owner's cable or DSL router, which connects to the Internet through an
ISP. More sophisticated routers, such as enterprise routers, connect large business or ISP
networks up to the powerful core router that forward data at high speed along the optical fiber
lines of the Internet backbone. Though routers are typically dedicated hardware devices, use of
software-based routers has grown increasingly common.

12



Onubha router:In DOZE internet they are using onubha router. It’s their own company
creation. Onubha (UG1000) (Unified Gateway) is a network gateway that serves as a
router, firewall, proxy, bandwidth controller & profiler, softswitch and IVR. It is a
single gateway that will serve all corporate needs related to IP and voice service
network. The product is designed in a modular structure and user can choose the
modules required only. Unified Gateway comes with a GUI and CLI based
configuration interfaces. The gateway can be deployed as Virtual Machine as well.

Figure 2.2 Onubha Router

13



Step 2: Connect another cable with rest of the Ethernet port for WAN purposes.

- AN

Step 3: Power Connectivity

Figure 2.3 LAN, WAN and power connectivity in Onubha Router

14



2.2 Switch

A network switchalso called switching hub, bridging hub, officially MAC bridge is a computer
networking device that connects devices together on a computer network, by using packet
switching to receive, process and forward data to the destination device. Unlike less advanced
network hubs, a network switch forwards data only to one or multiple devices that need to
receive it, rather than broadcasting the same data out of each of its ports.

Figure 2.4 Switch

A network switch is a multiport network bridge that uses hardware addresses to process and
forward data at thedata link layer (layer 2) of the OSI model. Switches can also process data at
the network layer (layer 3) by additionally incorporating routing functionality that most
commonly uses IP addresses to perform packet forwarding; such switches are commonly known
as layer-3 switches or multilayer switches.Besides most commonly used Ethernet switches, they
exist for various types of networks, including Fiber Channel, Asynchronous Transfer Mode, and
InfiniBand.

15



2.3 Media Converter

A fiber media converter is a simple networking device that makes it possible to connect two
dissimilar media types such as twisted pair with fiber optic cabling. They were introduced to the
industry nearly two decades ago, and are important in interconnecting fiber optic cabling-based
systems with existing copper-based, structured cabling systems. They are also used in
metropolitan area network (MAN) access and data transport services to enterprise customers.

Figure 2.5Media Converter

16



2.40NU (optical network unit)

Optical network unit (ONU) is the user side equipment in the GEPON (Gigabit Ethernet PassiveOptical
Network) system designed for indoor residential installation. Optical network unit is used together with
OLT in FTTH network, it provides data port, phone port and CATV port, 10/100M auto-negotiation, full
bandwidth up to 200Mbps in full duplex mode, which can support the users with many kinds of
broadband services such as VOIP, HDTV, and video conferences etc. optical network unit is economic
and high efficient equipment and play an important role in the FTTX fiber optic network.

Figure 2.6 Optical network unit

Figure 2.7 Optical network unit

17



2.5 Fiber Optic

Optical fiber or fiber optic refers to the medium and the technology associated with the
transmission of information as light pulses along a glass or plastic strand or fiber.

Figure 2.80ptical Fiber

Advantages of Fiber Optic cable:

Greater bandwidth than metal cables. Large carrying capacity.
o Less susceptible than metal cables to interference.

e Much thinner and lighter than metal wires.

o Data can be transmitted digitally rather than analogically.

o Fiber optic cables costs much less to maintain.

18



Chapter 3

Computer network design

3.1Design of a Network

Below the steps of a business network design. It will fulfill all of the requirements of any

organization.

Network Objectives

|

/Collect Design lnformatio7/

Create Design Proposal

|

Propose Configuration

Have all Designs
been Considered?

Yes

No

Make Selection

I

Move to Implementation

Figure 3.1 Design steps of a
businessnetwork
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3.2 Objectives of a network design:

f)

9)

Who are the users of this network and what are the requirements?
What types of application will be supported?

Does the design replace of existing network?

Overall Responsible for network management

What is the budget?

designed consideration

Do your network and its data need to have built-in security?

3.3 Requirements to design a network:

f)
9)

h)

Bandwidth Requirements

Performance Requirements

Protocols Required

Quality of Service/Type of Service (QoS/ToS)
Sensitivity to Packet Loss and Delay
Multicast

Scalability

Security

Way of troubleshooting.

20



3.4Backbone Network Design

To design a network, we need to follow some rules or steps that create a network more efficient

and give high performance. A designed network has some goals that are discussed earlier.
I. Scalability
[1. Availability
I11. Security
IV. Manageability

To fulfill the fundamental goals of a network must be built an architecture that allows for both
flexibility and growth.

Hierarchical networks have some advantages over flat network designs. The benefit of
hierarchical design is that local traffic remains local. Only traffic goes to other networks and it's
moved to a higher layer. A flat network using Layer-2 devices provide to control broadcasts or
to filter undesirable traffic. As more devices and applications are added to a flat network then

response times degrade until the network becomes unusable.

Keeping all of the above, we can use the hierarchical method to design of our desire network.

There are some benefits of hierarchical network that are given below.
Actually hierarchical network is divided into three layers.

1) Core layer: Connects distribution layer devices
2) Distribution layer: Interconnects the smaller local networks

3) Access layer: Provides connectivity for network hosts and end devices

21



Core

Distribution

Access

Internet

Figure 3.2 Hierarchical Design of a Network.

For long distance we can use fiber optic cable or radio connectivity for backbone connection.
Fiber optic and radio connectivity is more efficient than Ethernet cable. Due to signal
degradation we cannot use Ethernet cable long distance. On the other hand, by using optical fiber
and radio connectivity we can transfer signal for long distance. Most of the backbone network is

connected by fiber optic cable or radio connectivity.

22



3.5Network Planning

A typical task has to follow to perform a proper planning of a network that can solve the

complexity. A planned network has to perform of the business of an organization. In that case, a

perfect network plan is followed to the proper business plan

Business
Planning

Long Term Short/Medium

Slrategic Structural Term
Network/business Planning Planning

Planning
Network

Management
Customer Network
Care & Traffic & QoS

Billing ... Measurement ...

The Network

Figure 3.3 Network planning processes

Long Term Planning (LTP): Long lifetime and large investments for their deployment.

Strategic Planning:
e Technology
e Network mechanism

e Recovery mechanism

Fundamental Planning:
e Topology planning
e Allocation of function in network nodes

e Distribution functions in network nodes.

23



e Resource optimization

e Medium Term Planning: Capacity upgrading of the network nodes and links. This always

following the long-term (LT) deployment strategies.

e Short Term Planning: The routes and the telecommunications systems that support a

demand on this planning

3.60verall design of a Network Planning

Shantinagar Fokirapool

.

Khilgaon DO

Uttara 4 Uttara 14

Niketon

-

Banasree

Bashundhara

&

Baridhara -

ﬁ Bakshibazar Gopibag
Gulshan 1 ——
é , 5 o e
Gulshan 2 ‘
KarwanBazar Jatrabari
Banani

Nikunja

Farmgate F
Mirpur DO Dhanmendi DO
__ﬂ-;_.
"]"Q'
Dhanmondi 32
Mirpur 1] Mirpur 11
Mohammadpur Lalmatia

8-

& rop DOZE Full Network - Dhaka

Figure 3.4 Overall design of a Network Planning
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3.7 NOC zone of DOZE internet

Niketon

Bashundhara
Khilgaon DO
1 Banasree
Baridhara
Gulshan 1 Q
Bakshibazar
Gulshan 2
; KarwanBazar
Banani
Farmgate
J i -l
-~ NOC ZONE

& -ror

Figure 3.5NOC zone of DOZE intern



Chapter 4

Internship Activities

In this paper is about ISP network design and maintenance in Network Operation Center (NOC). The
main works of NOC is to ensure high security, proper maintenance service and reliable connection to the

clients.

4.1 ISP NOC support system

NOC Support
System
Monitoring Complain Over
Phone or Email
from Client
Detect the
particular
problem
If found any
If not found then problem then
handover to solve and inform
others to the client

Figure 4.1 NOC support system of DOZE
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To achieve these features the main task of NOC is monitoring all of the connections. For monitoring
purposes DOZE internet uses Network Performance Monitoring tools like GC portal , Nagios, Cacti with
MRTG.

4.2Nagios

e Nagios is an open source network monitoring application. It is originally designed to run
under Linux.It watches hosts and services that you specify, alerting you when things go bad
and when they get better.

e Nagios network analyzer provides an in-depth look at all network traffic sources and
potential security threats allowing system admins to quickly gather high-level information
regarding the health of the network as well as highly granular data for complete and thorough
network analysis.

27



Nagios’

General

Home
Documentation

Current Status

Tactical Overview

Map

Hosts

Services

Host Groups
Summary
Grid

Service Groups
Summary
Grid

Problems
Semvices
(Unhandled)
Hosts (Unhandled)
Network Outages

Quick Search:

Reports

Availability
Trends
Alerts
History
Summary
Histogram
lotifications

Fuant | nn w

Current Network Status

Last Updated: Tue Aug 9 13:52:04 BOT 2018
Updated every 30 seconds

Nagios® Core™ 4.0.1 - www.nagios.org
Logged in as nagiosadmin

View Service Status Detail For All Host Groups
View Status Overview For Al Host Groups.
View Status Summary For Al Host Groups
View Status Grid For Al Host Groups

Limit Resutts:| 100 v

Host Status Totals
Up Down Unreachable Pending

Service Status Totals
Ok Warning Unknown Critical Pending

IO I N

B e e

All Problems All Types

e

Host Status Details For All Host Groups

All Problems All Types

I

Host #¥ status +¥ Last Check *¥ Duration % Status Information
Bakshibazar_ACR B up 02-09-201613:48:22 0d 1h 19m 395 PING OK - Packet loss = 0%, RTA =429 ms
Bakshibazar_OLT B up 02-09-201613:48:16 0d 1h 19m 458 PING OK - Packet loss = 0%, RTA = 1.45ms
Banani-OLT B up 02-09-2016 13:48:41 1d 4h 47m 558 PING OK - Packet loss = 0%, RTA =1.96 ms
Banani ACR B up 028-09-2016 13:50:30 448h 51mds PING OK - Packet loss = 0%, RTA =1.10 ms
Banasree_ACR B up 028-09-201613:48:03 8d 22h 8m 483 PING OK - Packet loss = 0%, RTA =1.05ms
Banasree_OLT B up 02-09-2016 13:47:01 0d 17h 13m33s PING OK - Packet loss = 0%, RTA =1.70 ms
Baridhara_OLT B up 02-09-2016 13:49:48 0d 17h 10m 483 PING OK - Packet loss = 0%, RTA =1.33 ms
Bashundhara_ACR B up 028-09-2016 13:46:57 3d 2h 15m 6 PING OK - Packet loss = 0%, RTA = 0.96 ms
Bashundhara_OLT B up 02-09-2016 134727 0d 17h 13m9s PING OK - Packet loss = 0%, RTA =1.11 ms
Chalantka_ACR B up 028-09-2016 13:48:01 3d0h 21m4ds PING OK - Packet loss = 0%, RTA = 1.96 ms
Chalantika_OLT B up 028-09-2016 13:48:00 3d0h 21m29s PING OK - Packet loss = 0%, RTA =2.32 ms
Chittagong_CORE B up 028-09-201613:50:18 1d0h 31m27s PING OK - Packet loss = 0%, RTA = 44.98 ms
Chittagong_DIS B up 02-09-2016 13:46:57 0d 17h 13m 465 PING OK - Packet loss = 0%, RTA =47.14 ms
Comila_CORE B up 02-09-201613:51:42 0d Oh 15m 305 PING OK - Packet loss = 0%, RTA = 10.06 ms
Comila_DIS B up 02-09-201613:47:38 0d Oh 14m 305 PING OK - Packet loss = 0%, RTA =7.94 ms
Dhanmondi_32_OLT B up 028-09-2016 13:48:58 24 30 49m 4s. PING OK - Packet loss = 0%, RTA =2.98 ms
Dhanmondi_DIS_A B up 028-09-201613:51:59 0d 17h 13m 40s PING OK - Packet loss = 0%, RTA =1 40me

Figure 4.2 Nagios

103 738 257 25dfmanine/rai-hin/chnwdnn
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Figure 4.3Nagios
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4.3Cacti with MRTG

Cacti is an open source network monitoring and graphing tools. Cacti allows a user to provide

services at predetermined intervals and graph the resulting data. It is generally used to graph time

series data of metrics such as CPU load and network bandwidth utilization. And we used cacti

for monitoring our network bandwidth utilization.
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Chapter 5

Conclusion

Internship is an opportunity to acquire a real life experience of what | learned in my academic
life. Working as an intern in the Network operations center ofDOZE internet.l have learnt to be
dedicated to the job. Dedicativemindset is the most important thing to work in such a
sophisticated environment. It is beyond more official matter. For most of the engineering
ortechnical company, the engineers have to get attached with the workingprocess.24x7 service
monitoring has taught me how to handle technical staffs in an efficient manner.As there was an
opportunity to serve DOZE internet many ways. | have gathered a lot of experience throughout the entire
internship period. There was a scope in the field of computer network planning and designing, Data
connectivity, ensuring security, different types of application configuration and maintain. In this report |
have explained my experiences and about Network Designing and Optimization. | have learned so many
significant procedures from my supervisors and colleagues and conducted some tasks on a regular basis
throughout my entire Internship period and ultimately earned the confidence to deal with assignment
myself. It is a great opportunity to use the knowledge and skills that | had acquired. I also learned how to
handle critical faults and got the new ideas. Doing this kind of work is really helpful for my career and |

like to do this kind of work ag
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